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1. Background
GSMA has been made aware through its Coordinated Vulnerability Disclosure Programme of research pertaining to vulnerabilities that have been discovered which allegedly impact the NAS protocol in the EPS, 3G and also potentially in the 5GS. The research was disclosed to GSMA by Yi Chen & XiaoFeng Wang of Indiana University Bloomington and Yepeng Yao of Institute of Information Engineering, Chinese Academy of Sciences.
In their research paper titled “Bookworm Game: Automatic Discovery of LTE Vulnerabilities Through Documentation Analysis” [1] the researchers used natural-language processing and machine learning techniques to scan 3GPP technical specification (TS) 24.301[2] and claim to have identified 42 vulnerabilities, 10 of which have not been previously reported. 
The research was published online in May 2021 and presented at IEEE S&P 2021 [3].
Item for Consideration 

Summary of the Research 
The attack assumes that the attacker obtained the victim’s IMSI via other mechanism e.g. via an IMSI catcher, or the attacker knows the victim’s GUTI. After reviewing the researchers’ work, GSMA’s CVD programme considers some attack scenarios worth mentioning that the authors allege to enable an attacker UE to block a legitimate UE from attaching to the network. Examples are:
Scenario 1: researchers claim that according to TS 24.301 clause 5.4.4.6 (e) an attacker can send to a target MME a DETACH REQUEST with cause “switch off” without integrity protection during the victim UE’s ongoing identification, which would result in abortion of identification procedure and DoS to the victim UEs. The researchers claim they have confirmed their finding on 3 open source tools and in a commercial real world network.
Scenario 2: the researchers claim based on TS 24.301 clause 5.5.1.2.7 that an attacker can exploit the time between the victim UE's ATTACH REQUEST and ATTACH COMPLETE messages to send towards the MME a new ATTACH REQUEST with different IEs towards the same MME before the ATTACH COMPLETE message has been received resulting in abortion of the previously initiated attach procedure and a DoS to the victim UE. The researchers claim they have confirmed their finding on 3 open source tools and in a commercial real world network.
Observations from GSMA 
GSMA understands that the basic rule in TS 24.301 is to ignore NAS messages without integrity protection, once security is established between the UE and the MME, but there are special exemptions.
For scenario 1, GSMA's understanding of TS 24.301 follow. 
(a) When MME has a valid UE security context (e.g., legitimate UE sending GUTI attach request; MME sending "IMEI" identification request; and attacker UE sending detach request with switch off), it is up to the implementation to ignore or proceed with the detach request without valid integrity protection. 
(b) When MME has lost UE security context and sends "IMSI" identification request, MME will indeed proceed with the attacker's detach request with switch off. 
For scenario 2, GSMA understands as below. 
(a) When MME has a valid UE security context (e.g., legitimate UE sending GUTI attach request; and attacker UE sending second attach request), MME will ignore the second attach request without valid integrity protection. 
(b) When UE is sending IMSI attach request, in which case MME does not yet have UE security context, MME will indeed proceed with the second attach request from the attacker. 
GSMA considers the risk of above scenario to be low when the attacker is sending the detach/attach request from the same location as the legitimate UE (i.e., same cell). But if the attacker could achieve the same from a different location (remote exploitation, i.e., from a different cell), GSMA considers that the severity of attack may increase to some degree. 
Therefore, GSMA requests SA3/CT1 to advise if the current specifications sufficiently mitigate this above-mentioned remote exploitation. 
GSMA request SA3 to consider complementing applicable NEs/NFs SCAS with appropriate test cases, if deemed necessary.
1. Action
[bookmark: _Hlk33194554]GSMA politely requests 3GPP CT1 and SA3 to review the above information and consider whether the current specifications sufficiently mitigate the mentioned threat, or whether a clarification or even a mitigation measure is required.
1. Contacts
In case of any further questions and/or feedback to this Liaison Statement, please contact James Skuse [jskuse@gsma.com]. 
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